Sun Tzu Was Right
Wyoming Office of the CIO



If you know the enemy and know yourself,

you need not fear the result of a hundred
battles.

If you know yourself but not the enemy, for

every victory gained you will also suffer a
defeat.

If you know neither the enemy nor yourself,
you will succumb In every battle.
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Generally speaking, if you have your legal
bases covered, thené
Computer Fraud & Abuse Act (CFAA)
Electronic Communications Protection Act (ECPA)
The nNnservice provider ex
U.S. Wiretap Act é

éall ow for | egal asse:



Cracker

breaks into systems to damage them, or for
the purpose of getting unauthorized access to
resources.

Hacker

enjoys exploring the details of programmable
systems and how to stretch their capabillities.

enjoys the intellectual challenge of creatively
overcoming or circumventing limitations.
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4 Generati ons of
1st Generation:

t

he t

Creati ve Programmer (1€

2nd Generation:

Computer Evolutionari es

3rd Generation:
Games & Copyright

4th Generation:

br e ak

Criminals and Cyber punk
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Socially Inept

Obsessive

Loners yet appear to crave membership
Inferiority Complex

Escapism

Motivation

Computer Addictive Disorder?



A Caucaslian male

A 12-28 years old
A Middle Class
A Limited Social Skills

A Perform poorly in school: aptitude for
computers & technology

Dysfunctional families

)
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Unauthorized Disclosure of Data
Access to secrets
Corruption of Data
Can no longer trust the data we have
Denial of Service

You will not communicate or perform other needed
functions

Disruption of Communications
Make it harder to communicate
Communications become unreliable



/‘/4 Emerging Threats

Hacktivists
Terrorists/Cyber-terrorists

Publicly Accessible Facilities

Free Internet (cyber cafes, libraries)
Anonymous email
Cheap Dialup

Free encryption (GNUpg, stegonagrphy)
Chat Rooms, Newsgroups, IM

Money



eThieves Steal $217Kk from Arena Firm

| Hello there! Tf you are new here, you might want to subscribe to the RSS feed for updates on this topic.
You may also subscribe by email in the sidebar ~

Cyber thieves stole $217,000 last month from the M etropolitan Entertainment & Convention Authority (MECA), a nonprofit organization
responsible for operating the Qwest Center and other gathering places in Omaha, Nebraska.

"0 M AHA- Lea French, MECA’s chief financial officer, said the trouble began when an employee with
access to the organization’s online accounts opened a booby-trapped email attachment containing password-stealing malware.

The attackers used MECA’s online banking credentials to add at least six people to the payroll who had no prior business with the organization. Those
individuals, known as “money mules,” received fraudulent transfers from MECA’s bank account and willingly or unwittingly helped the fraudsters launder the
money.

French said the attackers appeared to be familiar with the payroll system, and wasted no time setting up a batch of fraudulent transfers.

“They knew exactly what they were doing, knew how to create a batch, enter it in, release it,” she said. “They appear to be very good at what they do.”
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System Properties [

Computer Name l Hardware

General | )
Sutomatic Updates ]

System Restore

elp protect your PC

Windows can regularly check for important updates and ins||
[Turning on Automatic Updates may automatically update ‘w
software first, before any other updates. )

How does Automatic Updates work?

(" Automatic [recommended)
@ Automatically download recommended update:

and install them:
" Download updates for me, but let me choose when to in

|Every day ] & |2004M

" Notify me but don't automatically download or install thell

' Tum off Automatic Updates.

vulherable unless 4

regularly.
Install updates from the Windows Update Web

Offer updates again that I've previously hidden

[ o |

Cance| |

1) Updates are ready for your computer

Click here to install these updates.

v

21|

Advanced I
Remote |

—
Send Feedback
@Qv"ﬂ » Control Panel » System and Security » Windows Update "l"' | Search Control Panel L l
©

= Control Panel Home 2
e Windows Update

#4 Check for updates

Change settings

Download and install updates for your computer
View update history P y P
1 important update is available

Restore hidden updates 1 important update selected, 11.9 MB

') Updates: frequently asked
questions

Install updates

Most recent check for updates:
Updates were installed:
Yeu receive updates:

Today at 3:14 AM
Never

For Windows only.
J

Get updates for other Microsoft products. Find out more

See also
Installed Updates



‘1) Updates are ready for your computer
Click here to install these updates.

" Adobe Hash Player Installer

JF Adobe Flash Player 11

Installation Complete

r

Java Setup - Welcome

ORACLE

Welcome to Java™

_— Thh—— Java provides safe and secure access to the world of amazing Java content. From
'About Google Chrome llons to helpful utilities and entertainment, Java makes your internet
experience come to life.

Google Chrome

15.0.874.102 m - rsonal information is gathered as part of our install process.
k here for more information on what we do collect.

all to accept the license agreement and install Java now.
Copyright © 2006-2011 Google Inc. All Rights Reserved.

Google Chrome is made possible by the Chromium open source project and

other open source software.
; Cancel Install >
Google Chrome Terms of Service

€ Installing new version...

VISION
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A At a minimum, check for updates once a
month; weekly Is better; automatic is
preferred

Al f tech savvy, use
pick updates.

A Tools like Secunia PSI or UpdateChecker
can identify out-of-date applications,
plug-ins, and add-ons



A Avast Home Edition iy
A AVG Free :
A AntiVir Personal

A Microsoft Security Essentials
A SpyBot Search & Destroy

A Malwarebytes
A CCleaner

AVG

Anti-Virus System



ddlly Anti-virus & anti-malware

A Easy to install, use and update

A Intuitive console a’

A By default provides: AVIRA
A Realtime scanning
A Emall scanning | /% CCleaner

A Download scanning
A Archive scanning
A Heuristic scanning




Alpha-numeric, special characters
9-15 characters long (or more)

Change every 60 days or sooner

Donot recycle passw
Avoid writing them down

Different account; different password
Use a password manager/safe
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ophCrack
2777777

ﬁ‘ . "? '
' PASSWORD AUDITING & RECOVERY 4

Took 10 minutes to
crack these passwords
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Passphrase
My home address Is 123 Main St., Townsville, NE

mhail23mstn
Mh@i123M$,T,n
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Virtual Private Network (VPN)

Transport Layer Security/Secure Sockets
Layer (TLS/SSL)

Hypertext Transfer Protocol Secure
(HTTPS)

FTP Secure or FTPSSL (FTPS)
Secure Shell (SSH)
SSH FTP (SFTP)




/7 Sign In - Windows Internet Explorer

i
G@' '5 http:{flogif.live.comflogin. srf?wa=wsignin1, 0&rpsnv=11&ct=12680880228rver=6,0.5285.08wp=MBI&wn ¥ | ¥4 Google

Llnks é];yba:ﬂngrs ---‘» 3 55@("75"!.: e Directory g] Y¥ahoo
e e £7 signIn ﬁ 5 e @ 'Page ~ @'726'5" 0’ ﬁ

£7 Windows Live

One Windows Live ID gets you into Hotmail, Messenger, Xbox LIVE — and other places you see 3

Hotmail Click a Windows Live ID to sign in

a Powerful Microsoft technology helps fight spam and improve
security.

Get all your e-mail accounts, calendars, and contacts in one

place - even if you use other e-mail services. Forgot your password?

[~ Save my password (?)
L"jl New! Chat from your inbox, see what's new with friends, and Forget me
get 5 GB storage that grows when you need it.
Sign in with a different account
Learn more

Use enhanced security
Don't have a Windows Live ID?

More about Windows Live ID

Privacy Policy

©2010 Microsoft Corporation  About Privacy Trademarks Account | Help Central | Feedback
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gin.live.com/ppsecure/post.srf?2wa=wsignin1.0&rpsn¥=11&ct=1268088022&rver=6.0.5285.0&w - Windows Internet Explorer

Ig Microsoft Corporation [US] | @ VI(V.QoogIe - P i

& SearchEngie Directory £ Yahoo

e dhe () https:{flogin.live.com/pp gost. stf7wa=wsignin. . l | - - e v b Page v () Tooks v @ &,
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/- Windows Live Hotmail - Windows Internet Explorer

=4[ x| fooooe 2

£7 Windows Live™

Hotmail

Inbox

Junk (1)

Drafts

Sent

Deleted
Manage folders

Add an e-mail
account

Related places
Today
Contact list

Calendar

just one
log-in

To: I mcrouc@wyo.gov # ¥ Choose the type of info you'd
Click the "To" button to see your contact list | X

Subject: | super secret stuff Maps

# B3 @ Verdana
Y g

Two plpus two is four]

@ - B) - @ - |5reage » GTods - @~ K

-~
bing G Micha

sgn

Photos More Search the web

k Richtextv | ¥ 1 | Cancel & Messenger v | Options v @~

Show Cc & Bec | Quick add

like to add to your message.

«
=
o
“«
=]
ey
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I

= A Restaurants

Movie times

Images
b5 3 super secret stuff - M

Message Developer

2y Related ~
lg Select -

Reply Reply Forward || Delete Moveto Create Other Categorize Follow Mark as
Folder ~ Rule Actions ~ = Up ~ Unread

Respond Opti IFl

Block [ Not Junk
Sender

Links and other functionality have been disabled in this message. To restore functionality, move this message to the Inbox.
You made changes to another copy of this item. This is the most recent version. Click here to see the other versions.
This message was converted to plain text.

From: Michael Crouch Sent: Mon 3/8/2010 3:59 PM
To: Crouch, Michael
Ge

Subject: super secret stuff

Two plpus two is four

Hotmail: Trusted email with powerful SPAM protection. Sign up now. <http://clk.atdmt.com/GBL/g0/201469227/direct/01/>




Follow TCP Stream N ,["7 -[ ]ZI\

~Stream Content
Content-Disposition: form-data; name="fTo" |

<Incrouc@wyo.govs;

7daeal41c025c
Content-Disposition: form-data; name="cpselectedAutoCompletecCc”

7daeal4lc025c
form-data; name="fcc"”

7daeal41c025c¢
form-data; name="cpselectedAutoCompleteBcc”

7daeal41c025c
form-data; name="fBcc"”

7daeal4lc025c
Content-Disposition: form-data; name="fSubject”

super secret stuff

7daeal4lc025c
Content-Disposition: form-data; name="fAttachments_data”

7daeal4lc025c
form-data; name="1isFirstPL"

7daeal41c025c
Content-Disposition: form-data; name="RTE_MessageType'

RichText
7daeal41c025c
Content-Disposition: form-data; name="fMessageBody"

<P>Two plpus two is four</P>

daeal4lc025c--

andl Savegsl Brint IlEntire conversation {1205 bytes) LI " ascl ) EBCDIC ' HexDump ( CArrays (8 Raw

Filter Out This Stream
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The criminally fraudulent process of
attempting to acquire sensitive
Information such as usernames,
passwords and credit card details by
masquerading as a trustworthy entity In
an electronic communication

Typically carried out by F
e-mail or instant messaging




rachelle.mathes@bcbsne.com

66.96.130.29 www.armanebraska.com

cvandyke@ikon.com

bcasey@caseyinc.net

rob.williams@continuumww.com

~

asternstein@fcw.com
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misystems@aol.com
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bnickels@tab.com

'

joeo@on-lineimaging.net rms.omaha@gmail.com

treasurer@armanebraska.com

Sl

ryork@retrievex.com

recmgmt-l@lists. ufl.edu

psullivan@sortinosrecords.com

&

ARMA Nebraska - Board of Directors







