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Sun Tzu saidé 

Â If you know the enemy and know yourself, 
you need not fear the result of a hundred 
battles. 

Â If you know yourself but not the enemy, for 
every victory gained you will also suffer a 
defeat. 

Â If you know neither the enemy nor yourself, 
you will succumb in every battle.  



The legalities 

ÂGenerally speaking, if you have your legal 
bases covered, thené 

ÂComputer Fraud & Abuse Act (CFAA) 

ÂElectronic Communications Protection Act (ECPA) 

ÂThe ñservice provider exceptionò in the 

    U.S. Wiretap Acté 

 

éallow for legal assessments 

 



Definitions 

Cracker 

Â breaks into systems to damage them, or for 
the purpose of getting unauthorized access to 
resources. 

Hacker 

Â enjoys exploring the details of programmable 
systems and how to stretch their capabilities.  

Â enjoys the intellectual challenge of creatively 
overcoming or circumventing limitations.  



By the Numbers 

Â4 Generations of the term ñHackerò 

Â1st  Generation: 

ÂCreative Programmer (1960ôs) 

Â2nd Generation: 

ÂComputer Evolutionaries (1970ôs) 

Â3rd Generation: 

ÂGames & Copyright breaking (1980ôs) 

Â4th Generation: 

ÂCriminals and Cyberpunks (1990ôs) 

 



Personality profile 

Â Socially Inept 

ÂObsessive 

Â Loners yet appear to crave membership 

Â Inferiority Complex 

Â Escapism 

ÂMotivation 

ÂComputer Addictive Disorder? 



Demographics 

ÂCaucasian male 

Â 12-28 years old 

ÂMiddle Class 

Â Limited Social Skills 

Â Perform poorly in school: aptitude for 
computers & technology 

ÂDysfunctional families 



A thousand wordsé 



A few thousand moreé 



Traditional threat goals 

ÂUnauthorized Disclosure of Data 
ÂAccess to secrets 

ÂCorruption of Data 
ÂCan no longer trust the data we have 

ÂDenial of Service 
ÂYou will not communicate or perform other needed 

functions 

ÂDisruption of Communications 
ÂMake it harder to communicate 

ÂCommunications become unreliable 



Emerging Threats 

ÂHacktivists 

Â Terrorists/Cyber-terrorists 

Â Publicly Accessible Facilities 

Â Free Internet (cyber cafes, libraries)  

ÂAnonymous email 

ÂCheap Dial-up 

Â Free encryption (GNUpg, stegonagrphy) 

ÂChat Rooms, Newsgroups, IM 

ÂMoney 



Emerging Threats 



Think outside the box 



Ogres Are Like Networks 



Something to protect 

Defense-in-Depth 



Other Defenses 



Updates 



Updates 



Updates 

ÂAt a minimum, check for updates once a 
month; weekly is better; automatic is 
preferred 

ÂIf tech savvy, use ñcustomò install to 
pick updates. 

ÂTools like Secunia PSI or UpdateChecker 
can identify out -of-date applications, 
plug-ins, and add-ons 



Anti-virus & anti-malware 

ÂAvast Home Edition 

ÂAVG Free 

ÂAntiVir Personal 

ÂMicrosoft Security Essentials 

ÂSpyBot Search & Destroy 

ÂMalwarebytes 

ÂCCleaner 



Anti-virus & anti-malware 

ÂEasy to install, use and update 

Â Intuitive console 

ÂBy default provides: 

ÂReal-time scanning 

ÂEmail scanning 

ÂDownload scanning 

ÂArchive scanning 

ÂHeuristic scanning 



Passwords 

ÂAlpha-numeric, special characters 

Â9-15 characters long (or more)  

ÂChange every 60 days or sooner 
 

ÂDonôt recycle passwords too often 

ÂAvoid writing them down  

ÂDifferent account; different password  

ÂUse a password manager/safe 



Passwords 

Â09Rockie$ 

Â1337 $kilz 

Â !P@s$W0rD 

Â1234567890 

Â1Q2W3E4R 

Âz!x@c#v$ 

Â??????? 

 

Took 10 minutes to 
crack these passwords 



Passwords 

ÂoºÆ>VndIP?z1¬Õ?  

Â§3cReT$ 

 

Passphrase 

My home address is 123 Main St., Townsville, NE 

Âmhai123mstn 

ÂMh@i123M$,T,n 



Encrypted Protocols 

ÂVirtual Private Network (VPN) 

ÂTransport Layer Security/Secure Sockets 
Layer (TLS/SSL) 

ÂHypertext Transfer Protocol Secure 
(HTTPS) 

ÂFTP Secure or FTP-SSL (FTPS) 

ÂSecure Shell (SSH) 

ÂSSH FTP (SFTP) 



Encrypted Protocols 



Encrypted Protocols 



Encrypted Protocols 



Encrypted Protocols 



Social Engineering (tactics) 

ÂA non-technical kind of 
intrusion 

ÂRelies heavily on human 
interaction 

ÂTricking or manipulating 
people into performing 
actions or divulging 
confidential information  



Phishing 

ÂThe criminally fraudulent process of 
attempting to acquire sensitive 
information such as usernames, 
passwords and credit card details by 
masquerading as a trustworthy entity in 
an electronic communication 

ÂTypically carried out by  

   e-mail or instant messaging 

 



Six Degrees of Separation 



Six Degrees of Separation 


